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Lesson 1 – social media
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Class task (2-5 mins)
Raise your hand if 

you...

Starter: Don’t you know who I am?

...have more than 4 social 

media accounts.

...You have more than 1,000 

followers/ subscribers.

...You have followers/ 

subscribers that you don’t 

know.

...You’ve paid for extra 

followers/ subscribers.

...You’ve been ‘trolled’ by an 

unknown account.

...You have social media 

accounts that your parents 

don’t know about.

...You have an fake name on 

your accounts.

Reflection (1-2 mins)
Based on this, on a scale on 1-10, how private is your social media presence?
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Do you want to be internet famous?
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What are your risks?

It is illegal for you to be using Instagram. Users should 
be 13 or older

A key concern regarding children’s use of Instagram is the fact 
that the default privacy setting for accounts is ‘public’. As such, 
unless a child actively alters their privacy settings, all of the 
pictures they post to Instagram will be available to anybody. 

Essentially, Instagram users have agreed that Instagram can use 
your images and sell your images for others to use (without 
paying you). Instagram also retains the right to store, use and 
share your personal information, including information you 
have sent through direct messages to other users. 
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Snapchat

Online abuse

The transient nature of messages on Snapchat has made it 

a popular medium for abuse such as online bullying as 

abusers feel they will not be held to account for messages 

posted once they are deleted. 

Snapchat: Areas of concern
The Snap Map

In June 2017 Snapchat released a major new feature which allows users to see the live 
location of their friends on a map named the ‘Snap Map’. Cartoon-style avatars are used 
to represent people in a move that was clearly designed to be popular with younger 
users.

Children should ensure they reduce their 
vulnerability by hiding their locations by 
selecting ‘ghost mode’ in the Snap Map 
settings.
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WhatsApp

Group connections

‘Groups’ are areas within WhatsApp where multiple users can share 

messages. The person who sets up the group is classed as the ‘admin’ 

and has the ability to add and remove other people from the group. 

When a child enters a group chat in WhatsApp, they will not only 

connect to their friends in that group, but with anybody else that the 

admin in that group has invited. It is these secondary links that can pose 

a threat to children as they could potentially be anybody.

Children should be encouraged to think carefully 
about the groups in which they are members. If 
the content of a group is inappropriate or some of 
the members are unknown to them, they should 
consider leaving it. To do so, click on the group 
name, click the bar at the top with the group 
name, and select 'Exit Group'.
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TikTok
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TikTok: Areas of concern

School-based content

Many of the videos trending on TikTok involve children in British school 

uniforms and often seem to have been filmed on school premises. 

Wearing school uniform in videos can enable others to identify the 

location of a child. 

Students will face serious sanctions if found taken photos or filming in 

school.
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Do you want to be internet famous?

NO

• While some people make money 

from their online posts, the majority 

don’t actually make anything.

• It can be easy for people online to 

track down where you are, so it’s 

not really safe.

• Online stars have to put up with a 

lot of abuse and “trolls”, which 

would be pretty miserable.

• I prefer to have my privacy.

YES

• Some people make a lot of money 

or get free stuff from being internet 

famous.

• You could be known for doing 

something you love, like gaming, 

singing or make-up.

• Internet stars often have a 

following of fans and supporters, 

which would be pretty cool.

• It’s the easiest way to get famous.
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Lesson 2 –

Online risks
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Online Bullying
Online bullying can take a number of forms:

Exclusion

Not including people in activities and discussions has always been a less 

direct form of bullying.

Abuse

Technology can be used to send abusive messages through social 

media, messaging apps and text messages. At times these messages 

are sent anonymously. Children may claim that abuse they have sent is 

‘just a joke’ but it is important that they understand that it is unlikely to 

be perceived that way by the recipient.

There is a growing trend amongst children for such abuse to take place 

through ‘baiting groups’ where users are encouraged en masse to post 

abusive messages about an individual or group of people.
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Bullying continued……..

Outing

Outing involves the sharing of private and / or personal information 

about the victim without their permission.

Trolling

Trolls search online platforms looking for people to provoke, upset and 

get a reaction from. This will often involve the use of bad language and 

extremist views.

Impersonation
Online bullies may try to get their victim into 
trouble by creating fake accounts in their name 
or by logging into their online accounts if they 
know the account details. They will then post 
messages which are likely to embarrass the 
victim or get them into trouble in some way.
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Consequences for victim

Possible consequences for the victim

Ditch the Label's 2020 annual report investigated the impact of 
bullying on children. Some headline statistics from this research 

is shown below:

- 45% felt depressed

- 33% had suicidal thoughts

- 26% self-harmed

- 20% truanted from school

- 12% developed an eating disorder

- 11% attempted suicide
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Consequences for the Bully

- Online bullying is illegal under a number of laws so 

can result in police involvement.

- Exclusion and permanent exclusion from school for 

online bullying is possible.

- Having a negative digital footprint can influence 

how you are perceived and even hinder job hunting 

or University applications later in life.
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Online bullying video – 2 mins

https://www.youtube.com/watch?v=MV5v0m6pEMs

Give time for reflection / discussion

https://www.youtube.com/watch?v=MV5v0m6pEMs
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Lesson 3 – Online 

risks 



©VotesForSchools2020

Sexting
Sexting is the sending of naked, part naked images or videos to 

another person. It can also include sending sexually explicit text-

based messages.

Sexting and the law
It is important for children to understand that not only can sexting 
increase their vulnerability to abuse, but it is also illegal under the 
Sexual Offences Act 2003:
•Taking naked or part-naked pictures of yourself and keeping them or 
sharing them with others is illegal under the Sexual Offences Act 2003.
•Keeping such pictures of someone else under 18 is also illegal.
•Asking someone under 18 to send you such pictures is also illegal.

VIDEO – 3 mins
https://www.youtube.com/watch?v=m

y_At1Vq-Vc

https://www.youtube.com/watch?v=my_At1Vq-Vc
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What are the risks of sexting ?

Give time for reflection / discussion
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Grooming– lesson 4 and 5
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Grooming – lesson 4What is grooming?
Grooming is the act of gaining the trust of another person for the purpose of 
exploitation. Such activity is not a new problem within society. However, digital 
technology, the Internet and social media have given groomers greater levels of access 
to children than ever before. Many have become highly efficient at spotting the most 
vulnerable children online and opening conversations with them.

Sexual grooming
According to police statistics published by the NSPCC, there were more than 5,100 
online grooming cases recorded in the 18 months between April 2017 and September 
2018. Considering only a fraction of the incidents that occur will result in crimes being 
recorded, the scale of online sexual grooming of children cannot be underestimated.

VIDEO – 11 mins – will allow time for questions in 
the video – get students to answer these also 

https://www.youtube.com/watch?v=OgOzSPCaHnU

Give time for reflection / discussion

https://www.youtube.com/watch?v=OgOzSPCaHnU


©VotesForSchools2020

Grooming part 2 – lesson 5
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Grooming continued

Radicalisation
Political and religious extremist groups are increasingly turning to online grooming for 
recruitment.
• In February 2015 three teenage girls from East London travelled to Syria after having 

been brainwashed and groomed online to join Isis.
• Two are believed to be dead and the third, at the time of writing, is in a refugee camp 

forbidden from returning to the UK (pending a review by the Supreme Court). 
• This high-profile case raised attention on how radical and extremist groups are 

becoming adept at using the Internet to target and radicalise impressionable young 
people.

Gang violence and knife crime
Knife crime reached a record level last year in England and Wales, with 45,627 
offences involving knives or sharp objects recorded by police. This represents a 7% 
year-on-year rise since records began in 2011. Social media and YouTube channels 
showing 'drill music' are being linked to this rise.
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Advice for your pupils

•Being careful with what they post online. Appearing unhappy or sexualised can 
increase the risk of attracting individuals seeking to groom children.

•Ensuring profile settings on social media are set to private. If groomers cannot see 
what a child is posting then they are immediately at less risk.

•Being suspicious of people, even when it seems they should be able to trust them. 
This is particularly the case where somebody is showing them lots of attention and 
affection or encouraging them to keep secrets.

Advice for your pupils (continued)
•Taking care with profile pictures and bios, as even if profile settings are set to private, the child’s 
profile is generally available to everybody.

•Remembering that peer-on-peer grooming is a growing problem, and avoiding the assumption that 
groomers will be older than them. A Childnet study suggested that nearly a third of teenage girls have 
been sexually harassed online by children their own age. 

•Understanding where they can go to report concerns and seek assistance. Parents and carers and 
trusted staff at school are good options. They can also contact organisations including Childline and 
CEOP (more on this in the ‘supporting children’ section).
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Live streaming

Live streaming with the same level of caution they approach other areas 

of their Internet usage. Live streams can be recorded and used to exploit 

them.

As with all use of social media, pupils should be encouraged to ensure that 

their privacy settings are set to prevent people unknown to them 

accessing their streams.

Live streaming is now built into most social media platforms and must be 

managed carefully. However, there are some apps which are of even 

higher concern

https://www.youtube.com/watch?v=ZTYZ

Mdbq8PE

Give time for reflection / discussion

https://www.youtube.com/watch?v=ZTYZMdbq8PE


©VotesForSchools2020

0:00-

2:58

https://safeshare.tv/x/ss5e345118b7cf2

And just for fun, click the 

image to see how not to 

use the internet6…

Staying safe online

Visit saferinternet.org for 

some Top Tips on staying 

safe, or click the logo1.

Childline also have some 

advice on keeping your 

online information secure 

and feeling good on 
social media2. Look them 

up or click the logo to 

find out more.

Though designed for 

parents, Common Sense 

Media can help if you’re 

not sure how appropriate 

a YouTube channel 

might be. Visit 

commonsensemedia.org
/youtube-reviews4. 

Click the image for some 

tips on managing your 

“digital footprint”5.

The Information 

Commissioner’s Office 
(ICO) have put together 

information sheets of 

social media privacy 

settings. Google “ICO 

social media privacy” or 

click the icons above3.
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https://safeshare.tv/x/ss5e345118b7cf2
https://safeshare.tv/x/ss5e345118b7cf2
https://safeshare.tv/x/ss5e345118b7cf2
https://www.saferinternet.org.uk/advice-centre/young-people/resources-11-19s
https://www.saferinternet.org.uk/advice-centre/young-people/resources-11-19s
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/staying-safe-online/#3
https://www.commonsensemedia.org/youtube-reviews
https://www.commonsensemedia.org/youtube-reviews
https://ico.org.uk/media/your-data-matters/documents/2614885/ydm-snapchat-factsheet.pdf
https://ico.org.uk/media/your-data-matters/documents/2614882/ydm-facebook-factsheet.pdf
https://ico.org.uk/media/your-data-matters/documents/2614886/ydm-twitter-factsheet.pdf
https://ico.org.uk/media/your-data-matters/documents/2614883/ydm-google-factsheet.pdf
https://www.teachthought.com/wp-content/uploads/2014/03/tips-manage-digital-footprint.png

